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Abstract
CLEFIA algorithm is a 128-bit block cipher with its key length being 128, 192 and 256 bits respectively, which is consistent to AES. CLEFIA is a light weight algorithm concerned with block cipher developed by well-known Sony company. CLEFIA name is given to this algorithm with reference to the French word clef which means "key". The block size used is of 128 bits and the key size may be 128-bit, 192 bit or 256 bits.   CLEFIA operates on 128-bit block size with three different key sizes: 128-bit, 192-bit, 256-bits.
In this Paper the performance analysis of Lightweight Cryptographic Algorithms based on execution time and memory use by algorithm is discussed.
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I. INTRODUCTION
The CLEFIA nurture 128-bit block size with three different key sizes: 128-bit, 192-bit, 256-bits.
CLEFIA consists of two mains segments: a data processing and a key scheduling segment. CLEFIA hires a generalized Feistel (Gf) structure which is a symmetric structure used in the construction of block ciphers, with four data lines, and the width of each data line is 32 bits. Also, there are key whitening parts at the beginning and the end of the cipher key. The term whitening is a technique intended to increase the security of an iterated block cipher. It consists of steps that combine the data with portions of the key. The number of rounds used in the algorithm is related to the key lengths. As per CLEFIA concerned, the 128-bit plain text ,18 rounds were required, similarly for a 192-bit length of plain text the number of rounds is 22. And also, for the 256-bit length of the original message 26 rounds have to be performed.[24]
We executed the cryptographic algorithm CLEFIA in C language with the Microsoft Visual Studio.

II. LITERATURE REVIEW
 CLEFIA PERFORMANCE
CLEFIA Execution Time- As the execution time or Speed of the operation is one of the important key parameters used to evaluate the performance of the block ciphers [26]. In paper titled “ Performance Analysis of CLEFIA, PICCOLO, TWINE Lightweight Block Ciphers in IoT Environment”[26] the author executed the CLEFIA algorithm for 128 bit, 192 bit, and 256 bit Keys for plaintexts of size 512 Bytes, 1024 Bytes, 2048 Bytes, and 3072 Bytes in which they are calculated average values as shown in Figure 1. 
From this implementation of execution time, the as the plaintext size increases encryption is increasing rapidly. This happens because of the block cipher consist of two feistal function and two diffusion matrixes. While the decryption follows a similar procedure with only changes made to the order of round keys and whitening keys selection.
From Figure 1, it can be said that for 512-byte plain text with key size 128 bit the execution time is 12.329 msec, similarly for 192 bit the execution time is 16.934 msec and for 256 bit the execution time is 18.562msec.
Table 1 Memory usage of CLEFIA for different key size
	[bookmark: _Hlk114080280]Block length 
	Key length 
	Number of rounds
	FRAM
	RAM

	128
	128
	18
	3.8KB
	1.6KB

	128
	192
	22
	3.8KB
	1.6KB

	128
	256
	26
	3.8KB
	1.6KB



For 1024-byte plain text with key size 128bit the execution time is 24.782 msec, similarly for 192 bit the execution time is 33.521msec and for 256 bit the execution time is 36.89 msec

Figure 1 CLEFIA encryption execution time.[26]
Also, for 2048-byte plain text with key size 128 bit the execution time is 49.105 msec, similarly for 192 bit the execution time is 67.76 msec and for 256 bit the execution time is 73.727msec.
Finally for 3072 byte plain text with key size 128bit the execution time is 73.86 msec , similarly for 192 bit the execution time is 100.89 msec and for 256 bit the execution time is 110.635msec.

III RESULTS
 A. Memory usage of CLEFIA
For various memory usage of CLEFIA the hardware kit is used is a development kit with the MSP430FR5994 ultra low power microcontroller. It is microcontroller with 16MHz clock frequency has 256 kB ultra-low power consumption FRAM (Ferroelectric Random-Access Memory) permanent memory. MSP430FR5994 family consist of eZ-FET next generation on board emulation facility with Energy Trace Technology. The execution performance of the encryption and decryption code can be tested and analyzed. Code Composer Studio (CCS) [25], which can be used in devices synthesized by company named Texas Instruments TI, has been used as an ecological development [26].The  Operating system used is Windows 10, v.10.0, x86_64 / win32 Java version: 11.0.11 is use with configuration Intel(R) Core(TM) i3-8145U CPU running at frequency of 2.10GHz, with RAM4GB of 64 bit processor. On this platform the extracted parameters related to memory usage are as follows:
                                  
[image: ]
Photograph 1 showing Memory usage of CLEFIA
B. Calculation of Execution Time 
Now in this section we are going to focus on execution time of CLEFIA with Microsoft Visual studio with following platform
System configuration
System model- Laptop
System type- x64 based PC
RAM - 4GB
OS- MS Window 10 pro
The Version used 10.0.18363 with build 18363
Processor- Intel (R) Core™ i3-8145 CPU with frequency 2.10 GHz
As Shown in Figure 1, the execution time for 512-byte plain text with key size 128 bit the execution time is 12.329 msec, similarly for 192 bit the execution time is 16.934 msec and for 256 bit the execution time is 18.562 msec. [26].
The CPU clock speed is 84 MHz and SRAM are of 96 KB [26].
Now process time is calculate as follows. The time taken by a process, so here we are using clock   function time.h. Hence, we called the clock function at the starting and end of the code for which we have to measure time, subtract the values, and then divide by CLOCKS_PER_SEC (the number of clock ticks per second) to get approximate time taken by processor The code for the program is as follows.
#include <time.h>
clock_t begin = clock();
/* here, do your time-consuming job */
clock_t end = clock();
double time_spent = (double)(end - begin) / CLOCKS_PER_SEC;
printf ("%f\n", time_spent);
The Result obtained from execution on Laptop having configuration- x64 based PC having RAM - 4GB, OS- MS Window 10 pro, Processor- Intel (R) Core™ i3-8145 CPU at 2.10 GHz with Microsoft Visual Studio is as shown in following Figures 1,2,3 for different key size.
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Figure 2 Exection Time for CLEFIA 128 bit key size with plain Text 512 byte
[bookmark: _Hlk114249861]From the Figure 2 the calculated time for 128 bit key size is 2 microsec. 
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Figure 3 Exection Time for CLEFIA 192 bit key size with plain Text 512 byte
Similarly for 192 and 256 bit key size is 2 msec which is shown in Figure 3.                     
As mentioned in paper “Performance Analysis of CLEFIA, PICCOLO, TWINE Lightweight Block Ciphers in IoT Environment “ [26], the time required for 128 bit key size having plain text size 512 byte is 12.329 mili second having CPU speed (Clock /cycle)  84 MHz, hence for laptop having CPU Speed of 2.10 GHz, The exection time is approximately is of  2 mili second.
From the Figure 4 it is seen that total Exection Time for CLEFIA (128, 192 256 bit key size) with plain Text 512 byte is 6 milisec.
[image: ]
Figure 4: Total Exection Time for CLEFIA (128, 192 256 bit key size) with plain Text 512 byte

IV. CONCLUSION
After studying the Memory usage and execution time of CLEFIA algorithm, it is concluded that the as the plaintext size increases encryption is increasing rapidly. This happens because of the block cipher employs two feistal function and two diffusion matrixes. In the decryption process same two feistal function and two diffusion matrixes are used in similar fashion with only changes made to the order of round keys and whitening keys selection. 
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