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Abstract — The increasing integration of advanced
technologies in vehicular systems has led to a rising
concern regarding the security of Controller Area
Network (CAN) communication within vehicles. As the
backbone of in-vehicle communication, the CAN bus is
susceptible to various cyber threats and attacks.
Intrusion Detection Systems (IDS) have emerged as a
crucial defense mechanism to safeguard the integrity
and functionality of vehicular networks. This survey
paper provides a comprehensive analysis of the state-of-
the-art in Controller Area Network Intrusion Detection
Systems (CAN IDS). It explores various methodologies,
techniques, and strategies employed to detect and
mitigate potential intrusions in vehicular networks. The
survey encompasses a wide spectrum of research and
development in the field, encompassing anomaly
detection, signature-based detection, machine learning,
deep learning, and hybrid approaches tailored
specifically for the CAN environment. Moreover, the
survey investigates the challenges and limitations
encountered in deploying IDS in vehicular networks,
including real-time processing constraints,
computational overhead, scalability, and the dynamic
nature of vehicular communication. The study identifies
and assesses the effectiveness of different detection
approaches, their applicability in diverse vehicular
environments, and their ability to detect various types of
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attacks, such as spoofing, flooding, and message
manipulation. Furthermore, this survey sheds light on
the future directions and emerging trends in CAN IDS
research, emphasizing the need for more robust,
adaptive, and real-time detection mechanisms to cope
with the evolving threat landscape in connected and
autonomous vehicles. This survey serves as a valuable
resource for researchers, practitioners, and industry
experts in the domain of automotive cybersecurity,
offering insights into the current advancements,
challenges, and potential avenues for the development of
more resilient Controller Area Network Intrusion
Detection Systems.

Keywords- Controller Area Network (CAN Controller
Area Network Intrusion Detection Systems (CAN IDS) .

I. INTRODUCTION

Introduction The integration of advanced electronic

systems in modern vehicles has revolutionized the
automotive industry, offering enhanced connectivity,
automation, and convenience. Central to this
technological evolution is the Controller Area Network
(CAN), a vital communication protocol that enables
various components within a vehicle to exchange data.
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However, this increased connectivity and inter-device
communication also open doors to potential cyber threats
and vulnerabilities [8][9][1].

The security of vehicular networks, particularly the CAN
bus, has become a focal point due to its susceptibility to
malicious attacks. The potential consequences of
security breaches in automotive systems range from
privacy violations to compromised safety and
functionality of the wvehicle. Consequently, the
development and implementation of effective security
measures, particularly in the form of Intrusion Detection
Systems (IDS), have garnered significant attention.[4]

Here try to explore into the realm of Controller Area
Network Intrusion Detection Systems, exploring the
diverse range of methods and strategies devised to
protect vehicular networks from intrusions. The
significance of IDS in the automotive industry lies in
their capacity to detect and respond to anomalies or
malicious activities within the CAN bus [10].

The study will navigate through various approaches,
including anomaly detection, signature-based detection,
machine learning, deep learning, and hybrid models
designed specifically for the intricacies of vehicular
communication. It will analyze the strengths, limitations,
and comparative effectiveness of these different
approaches in identifying and mitigating threats within
the dynamic and complex environment of vehicular
networks [1][2]

Furthermore, as the landscape of automotive technology
continues to evolve, challenges persist in implementing
IDS effectively. Real-time processing demands,
computational constraints, and the adaptive nature of
vehicular communication systems pose significant
hurdles in deploying robust and efficient intrusion
detection mechanisms[3].
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Fig. 1: Automotive Attack Surface [10]
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In light of these challenges, this survey will not only
assess the current state of CAN IDS but will also explore
potential future directions. The goal is to identify areas
for improvement and innovation, emphasizing the need
for more adaptive, real-time, and scalable intrusion
detection systems to combat the continually evolving
threat landscape in connected and autonomous vehicles

[3].

The findings of this study are anticipated to serve as a
valuable resource for researchers, industry professionals,
and policymakers involved in automotive cybersecurity,
providing insights into the existing advancements,
challenges, and the roadmap for developing more
resilient Controller Area Network Intrusion Detection
Systems.

Il. LITERATURE REVIEW

The security of Controller Area Networks (CAN) in
modern vehicles has become a topic of critical
importance due to the wvulnerability of in-vehicle
communication systems to cyber threats. Controller Area
Network Intrusion Detection Systems (CAN IDS) have
emerged as a crucial line of defense against potential
intrusions. This literature review aims to analyze and
synthesize the current state of research, methodologies,
challenges, and future directions in the realm of CAN
IDS.

1. Foundations of CAN Security: Numerous
studies, such as work by Checkoway et al. (2011) and
Koscher et al. (2010), highlighted the vulnerabilities in
automotive systems, demonstrating how attacks on the
CAN bus could compromise vehicle functions, posing
significant safety risks. These foundational studies
emphasized the urgent need for robust security
mechanisms in vehicular networks [1][2].

2. Detection Techniques in CAN IDS: Research
by Mohamad Abomhara and Geir M. Kgien outlined
various detection techniques, including anomaly
detection, signature-based detection, and machine
learning approaches. These studies provided insights into
the effectiveness of different methodologies in detecting
potential intrusions within the CAN environment [4].

3. Machine Learning and Al-Based Approaches:
Works by Zimba et al. (2019) and Park et al. (2020)
introduced machine learning and artificial intelligence-
based models for anomaly detection in vehicular
networks. These studies showcased the potential of Al
algorithms to adapt and identify irregular patterns,
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offering promising avenues for robust intrusion detection
in CAN systems [5].

4. Challenges in Implementing CAN IDS:
Research by Rdssler et al. (2018) and Liu et al. (2021)
highlighted challenges such as real-time processing
constraints, computational overhead, scalability issues,
and the dynamic nature of vehicular communication
systems. Understanding these challenges is crucial for
developing effective and practical intrusion detection
solutions[7].

5. Hybrid Approaches and Future Directions:
Recent studies by Wang, Xingyu, et al. (2022) and
Gupta et al. (2023) explored hybrid approaches that
combine multiple detection techniques to improve the
accuracy and reliability of CAN IDS. These works also
pointed towards future directions, emphasizing the need
for adaptive, real-time, and scalable intrusion detection
mechanisms for evolving threats in connected and
autonomous vehicles [9].

This literature review aims to serve as a comprehensive
resource for researchers, practitioners, and industry
experts, offering insights into existing advancements,
challenges, and potential pathways for the development
of more resilient Controller Area Network Intrusion
Detection Systems.

The reviewed literature collectively emphasizes several
key insights:

1. Significance of CAN Security: Foundational
studies showcased the wvulnerabilities present in
automotive systems and the crucial need for robust
security measures. Attacks on the CAN bus pose severe
safety risks, amplifying the importance of ensuring the
integrity and safety of in-vehicle communication [3].

2. Diverse  Detection  Techniques:  Various
methodologies, including anomaly detection, signature-
based detection, and machine learning approaches, have
been explored. These studies highlighted the strengths
and limitations of different techniques in identifying
potential intrusions within the CAN environment [5].

3. Challenges in Implementation: Real-time
processing  constraints, computational  overhead,
scalability issues, and the dynamic nature of vehicular
communication systems emerged as significant
challenges in  implementing  effective IDS.

84

Understanding and addressing these challenges are vital
in deploying practical intrusion detection solutions [6].

4. Future Directions and Hybrid Approaches:
Recent research emphasized the need for hybrid
approaches, combining multiple detection techniques to
enhance accuracy and reliability. Furthermore, the
studies highlighted the necessity for adaptive, real-time,
and scalable intrusion detection mechanisms to combat
the evolving threat landscape in connected and
autonomous vehicles [9].

I11. METHODOLOGY

Controller Area Network Intrusion Detection Systems
(CAN IDS) are specialized security mechanisms
designed to monitor, detect, and respond to potential
threats or intrusions within the Controller Area Network
(CAN) in vehicles. These systems work using various
techniques and methodologies, typically focusing on
monitoring and analysing network traffic to identify
abnormal or potentially malicious behaviour. Here's an
overview of how CAN IDS generally operate:

1. Traffic Monitoring: CAN IDS continuously
monitor the traffic flowing through the CAN bus,
analysing the messages exchanged between different
electronic control units (ECUs) within the vehicle. This
monitoring includes message ID, data content, frequency
of messages, and other network-related parameters.

2. Anomaly Detection: One approach involves
anomaly detection, where the system establishes a
baseline of normal network behaviour. Deviations from
this established baseline are flagged as potential
anomalies or threats. Unusual message patterns,
unexpected message sources, or irregular message
timing might trigger alerts.

3. Signature-based Detection: Similar to antivirus
systems, signature-based detection involves maintaining
a database of known attack signatures or patterns. When
a message matches a known threat signature, the IDS
raises an alarm or takes predefined actions to prevent the
attack.

4. Machine Learning and Al Techniques: Many
modern CAN IDS leverage machine learning algorithms
or artificial intelligence to adaptively learn and detect
anomalies. These systems can analyze vast amounts of
data, learn normal patterns, and identify deviations from
these patterns without explicit programming for every
type of attack.
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5. Behavioral Analysis: Some systems focus on
the behavior of the vehicle's components. They monitor
the interaction between ECUs, identifying abnormal
sequences or interactions that might indicate a potential
intrusion.

6. Response Mechanisms: Upon detecting a
potential intrusion or threat, CAN IDS can trigger
response mechanisms. Actions might include isolating
affected ECUs, blocking suspicious messages, or raising
alerts for further human intervention.

7. Real-time Processing: Speed is crucial in
vehicular systems. CAN IDS must process data in real-
time to avoid delays that could compromise vehicle
safety or performance. As such, efficient algorithms and
hardware capable of swift analysis are critical for these
systems.

8. Adaptability and Continuous Improvement:
Effective CAN IDS constantly evolve. They adapt to
new threats and update their databases or algorithms to
recognize emerging attack patterns. This adaptability is
essential as the threat landscape constantly changes.

CAN IDS aim to provide a layer of security to safeguard
the CAN bus from various potential threats such as
message manipulation, spoofing, denial of service, or
other cyber-attacks? These systems play a critical role in
ensuring the integrity, safety, and reliability of the
increasingly complex and interconnected automotive
systems.

VI. CONCLUSION

In conclusion, while significant strides have been made
in understanding and developing CAN IDS, there remain
challenges and areas for improvement. The pursuit of
more robust, adaptive, and real-time intrusion detection
mechanisms remains crucial to safeguard the integrity,
safety, and reliability of vehicular networks. The
literature review serves as a valuable resource, offering
insights into the current advancements, challenges, and
potential pathways for the development of more resilient
Controller Area Network Intrusion Detection Systems.
The synthesis of existing research underscores the
importance of continuous innovation and collaboration
among researchers, practitioners, and industry experts to
ensure the security of future
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