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Abstract: With the increasing dependence on cloud
computing and Internet of Things (IoT) environments,
data integrity, confidentiality, and availability become
significantly larger issues. The reviews of the existing
IDSs have often failed to consider the optimization
techniques, scalability, privacy preservation, and
adaptability of such systems to real-world threats.
Moreover, numerous reviews do not synthesize the
relative performance of state-of-art ML and DL
models designed for cloud IDS applications.
Addressed those gaps as there is a comprehensive
review regarding an advance methodology for the
optimization-driven, IDS. Various ranges of methods
are included SHO-DESNID; CIDF VAWGAN-GOA,
and REPO Stack, that are optimized for novel anomaly
detection using innovative techniques such as
Seahorse Optimization and Archerfish Hunting
Optimizer, respectively. Models based on federated
learning, such as LS2DNN with PBKA and
blockchain-based architectures, like SecFedIDM-V1,
are critically analysed for their privacy-preserving
capabilities and their scalability. Besides, continuous
learning frameworks like HFIN and synthetic data
generation models such as CDAAE + CDAEE-KNN
are reviewed in terms of their effectiveness in dealing
with dynamic and rare cyber threats. The results show
that hybrid approaches combining ML, DL, and
optimization  techniques outperform traditional
approaches with an accuracy of up to 99.9% and
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lower computational overhead. This review offers
actionable insights into the design of robust, scalable,
and adaptive IDS frameworks for diverse applications,
ranging from cloud environments to loT and lloT
landscapes. This work contributes to advancing
cybersecurity solutions, identifying optimal models for
specific scenarios that close critical gaps in the
research process of cloud IDS.

Keywords: Cloud Computing, Intrusion Detection
Systems, Machine Learning, Optimization Algorithms,
Cybersecurity, Analysis

INTRODUCTION

Cloud computing and loT technologies have been a

paradigm shift in processing, storage, and data
transmission. These are demands on much more
solutions to the area of cybersecurity, since systems like
these happen to be open and highly distributed and thus
vulnerable to a huge amount of malicious attacks. IDS
[1, 2, 3] play vital roles in cloud environments by
making possible identifications and countermeasures
against such a threat. However, such rapid evolution of
cyber attacks, as well as the increasing complexity and
scale of current networks, require sophisticated, flexible,
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and highly efficient solutions for IDS. Traditional IDS
frameworks [4, 5, 6] suffer from limitations such as high
false positive rates, poor feature selection, and being not
scalable. In addition, little efforts in most research work,
beyond those above, have comprehensively undertaken
review on new trends that might be involved to advance
optimizations or hybrid models related to federated
learning models. What a systematic synthesis of
approaches relative in the superiority in development

may inform in best practices regarding strong
recommendations in the building of sound IDS solutions
toward particular Cloud or 1oT application.

This paper gives an in-depth systematic review based on
the current approaches towards IDS while focusing on a
hybrid framework comprising embedding optimization
algorithms, ML/DL techniques, and architectures of
federated learning. Discussion on the efficiency,
accuracy, scalability, and adaptability with such methods
such as Seahorse Optimization Deep Echo State
Network, CIDF VAWGAN-GOA, and LS2DNN with
PBKA shall be conducted in this context. This paper
further critically examines emerging frameworks that
include blockchain-based IDSs, such as SecFedIDM-V1,
and continuous learning systems like HFIN for the
promise to deliver real-time intrusion detection and clear
up current privacy concerns. Overall findings based on
this systematic analysis therefore offer a highly
consolidated view of the present advancements in IDS
technologies and their applications to different contexts
such as cloud environments, 10T systems, and lloT
landscapes. The conclusions drawn from this review
serve as a guide for researchers and practitioners to
design more efficient, scalable and adaptive IDS
frameworks eventually contributing to the advancement
of secure computing infrastructures & scenarios.

Motivation and Contribution

Because of the exponential growth of cloud computing
and loT ecosystems, both these entities have now
become essentials in industries ranging from health and
city-wise intelligence to everything else. This, however
is associated with immense cybersecurity threats - a
spectrum from Distributed Denial of Service attacks to
advanced persistent threats. Traditional IDS frameworks
fail to meet such dynamic environments' demands
because they are not scalable and adaptive to new attack
patterns. Thus, there is an urgent need for innovative
approaches that can leverage optimization techniques,
federated learning, and hybrid ML/DL methodologies to
enhance intrusion detection capabilities while preserving
data privacy and computational efficiency levels. These
critical challenges are addressed by doing an iterative
and systematic review of methodologies advanced for
IDS focusing on optimization-driven and federated
learning-based systems. Using the analysis of methods
like SHO-DESNID Seahorse Optimization Deep Echo
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State Network, CIDF VAWGAN-GOA, and LS2DNN
with PBKA, the current work describes the strength that
such types of methodologies possess in anomaly
detection, feature selection, and scalability. This review
goes in more depth about the innovative architectures
introduced here, namely blockchain-integrated IDS and
federated learning frameworks, that could preserve their
privacy and maintain real-time adaptability. Optimal
models exist for various applications, but as for the IDS
system, which was missing, this work forms an opening
into a thorough resource for updating cybersecurity
solutions in domains such as cloud and IoT.

1. Review of Existing Models for IDS Analysis

The increasing deployment of cloud computing elevates
the necessity for strong security measures that protect
sensitive data against intrusions and malicious activities.
Variations in methodologies exist within the literature
for intrusion detection within a cloud-based
environment, with traditional methods to advanced
machine learning and optimization-driven approaches.
This section synthesizes key contributions in the field,
discussing methodologies, challenges, and
developments, with reference to works in process.

Intrusion Detection Systems in Cloud Computing

IDS is the core component that ensures confidentiality,
integrity, and availability in cloud computing systems.
The introduction of ML and DL into IDS has completely
changed the scenario with adaptive and accurate threat
detection. Work in [1] emphasizes the role of
cryptographic and optimization methods to improve the
functionality of IDS and has devised a Sea Horse
Optimization with Deep Echo State Network-based
Intrusion Detection (SHO-DESNID). This method uses
min-max normalization along with the optimization of
hyperparameters to make performance on intrusion
detection superior. Similarly, [2] solves a persistent
problem, that is false positives, of NIDS using time-
series modeling combined with collaborative feature
selection with the Facebook Prophet model.
Improvement is observed vastly about efficiency in
prediction and reduced computational overhead. Focus
on scalability and accuracy is aligned with the
increasingly on-demand real-time threat identification in
cloud infrastructures process.

Machine Learning and Optimization Techniques

Optimization algorithms are increasingly focused on
recent advances and deployed today for enhancing the
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Figure 1. Model’s Accuracy Levels
Hybrid frameworks that combine two or more
methodologies have proven quite promising in

overcoming difficult

intrusion scenarios. For instance, in [16], a framework
for integration of LSTM with system call frequency
analysis is proposed and achieves high precision along
with low false positives. Furthermore, GAN has been
further used for image-based IDS in [9], that shows the
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diversification of DL's applicability concerning cloud
security. Despite all this, challenges pertaining to
availability and scalability of datasets, as well as
explainability, remain critical. Work in [19] addresses
the need for more elaborate datasets by proposing the
OD-1DS2022, which accommodates a diversity of attack
scenarios and meets important evaluation criteria.
Moreover, data privacy, scalability, and compliance to
legal frameworks have been mentioned as important
issues in future research, stressing the need for a balance
between performance and ethical considerations [4]. The
increasing complexity of attacks demands novel
approaches that can be implemented through the
framework proposed here, which integrates feature
optimization through self-attention mechanisms within
the Self-Attention Progressive GAN in [17] for loT
intrusion detection. In that respect, [20] stresses the
potential of hybrid ML architectures and distributed
cloud infrastructure toward building secure and privacy-
aware data governance models.

Machine Learning and Optimization Techniques in
Cloud Intrusion Detection

Integration of ML with optimization techniques has
improved IDS significantly with higher accuracy and
efficiency. In [21], a federated learning-based IDS was
developed using privacy-preserving mechanisms, such as
Pearson correlation and Brownian motion-induced k-
anonymity, with a Linear Sigmoid Singleton Deep
Neural Network (LS2DNN). With feature selection, by
using C2MJOA, the proposed methodology is supposed
to be able to get superior classification as compared with
conventional models. [22] designed Cloud Intrusion
Detection System by using variational Autoencoder
Wasserstein ~ Generative ~ Adversarial ~ Networks,
optimized by using a Gazelle Optimization Algorithm,
GOA. Besides the redundancy problems, the use of
AHOA feature selection technique achieves much
improved system for recall, AUC, and computing time.
In [26], a hybrid metaheuristic approach combining bio-
inspired algorithms with machine learning, applied to
Matusita Distance and Fisher's Score feature selection,
combined with the Beluga Whale-Tasmanian Devil
Optimization algorithm in the parameter tuning stage.
The proposed approach achieved high precision,
accuracy, and F1 scores. Thus, it proves the efficiency of
hybrid approaches for cloud-based 1DS.

Deep Learning and Hybrid Frameworks

Deep learning frameworks have emerged as a strong
means to enhance the features of an IDS. In [24], work
proposed self-configuring intrusion detection using
Marine Goal Optimizer-based BIiLSTM and gained
accuracies greater than 99% for several datasets.
Similarly, [27] used a Stacked Contractive Autoencoder
(SCAE) with support vector machines for enhanced
feature representation and reduction of analytical
overhead, with the highest detection rates. Hybrid
frameworks address complexity further in intrusion
scenarios. Work in [31] presented the Secure Federated
Intrusion Detection Model (SecFedIDM-V1), which also
integrated blockchain with Bidirectional LSTM networks
in the distributed cloud environment. The attack-type
classification was achieved with robust security over
data by implementing Hyperledger Fabric sets. The
development of synthetic datasets using generative
models is presented in [32]. K-Nearest Neighbor
algorithms  along  with  Conditional  Denoising
Adversarial Autoencoders (CDAAE) are proposed to
generate malicious samples. This gave cloud IDS a
greater resilience against unknown types of attacks, such
as low-rate and application-layer DDoS attacks.

Table 2. Comparative Analysis of Existing Methods

Refer | Method | PRISM | Strengths | Limitatio
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Figure 2. Model’s Precision Levels

Advanced Architectures and Real-Time Detection
Systems

Real-time, adaptive IDS rollout has been one of the
central themes in cloud intrusion detection. The
MTIDaaS framework proposed in [34] introduced a
flexible intrusion detection system as a service that was
tuned for security for cloud providers as well as tenants.
Similarly, [30] identified the inadequacy of present-day
intrusion detection services regarding covert timing
channel attacks and threatened with a better threat
detection requirement. In [38], a Hierarchical Federated
Incremental Learning Network (HFIN) was proposed for
IloT environments. In HFIN, resource constraints are
well balanced with robust detection capabilities. The
system outperformed the baselines in accuracy and F1
scores by giving priority to the critical attack data during
training.

Feature Selection and Dataset Imbalance Issues
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Feature selection along with dataset imbalance is
considered one among the biggest challenges faced by
cloud intrusion detection systems. Work in [33]
suggested a modified Firefly Algorithm to improve
feature selection, while enhancing the performance with
a reduced computational complexity. In addition, [36]
handled data imbalance with SMOTE and hybrid feature
selection techniques, which resulted in significantly
improved detection accuracy and decreased false positive
rates. The lack of sufficient comprehensive datasets for
the evaluation of cloud IDS was also addressed in [39],
by developing SDMTA architecture for the mitigation of
DDoS. Its accuracy and specificity are prevailing over
currently developed state-of-the-art methods, which
consist of the system with the integrated network
monitoring and optimized detection mechanisms.

Normalized Recall across Methods
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Figure 3. Model’s Recall Levels

The rising threats of multi-layer attacks and resource-
constrained environments require novel IDS solutions.
The work in [40] proposed ThreatPro, a dynamic threat
analysis framework modeling cloud interactions and
assessing multi-layer attacks for better insight into the
propagation of threats and their mitigations. The future
research must focus on scalable adaptive IDSs
leveraging federated learning, blockchain technology,
and real-time data synthesis. The integration of ML and
DL with bio-inspired algorithms and hybrid optimization
techniques promises promising avenues to enhancing
cloud intrusion detection capabilities. The works that
have been reviewed show remarkable development in
cloud intrusion detection by incorporating the
innovations in ML, DL, and optimization algorithms.
The integration of the said techniques with new
frameworks and real-time systems indicates the potential
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for more robust, adaptive, and efficient IDS solutions.
Nonetheless, quality of datasets, scalability, and real-
time adaptability are still crucial areas worthy of further
exploration, thus underlining the need for innovation in
this fast-evolving field.

2. Comparative Result Analysis

This section compares several intrusion detection
systems (IDS) presented in the reviewed texts. The
methodologies are analyzed with respect to various
performance metrics, including accuracy, precision,
recall, F1 score, computation time, and other critical
parameters in process. Where exact results are not
available, approximate values are derived using methods
mentioned and their reported performance trends. The
discussion is structured to clearly explain relative
strengths and weaknesses of the two approaches with
regard to overcoming challenges that cloud-based IDS
development and deployment entail in process.

Normalized Computation Time across Methods

B Computation Time

Methods

0.0 0.2 04 0.6 0.8 1.0
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Figure 4. Model’s Computational Delay Analysis
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This PRISMA is related to diversity and effectiveness in
the proposed intrusion detection system. It specifically
addresses high precision and robustness of models
developed based on hybrid techniques or optimization-
based models, namely, REPOStack, SMOTE-
TomekLink, SAPGAN. However, computation overhead
and adaptability to the varying threats remain a
challenge.Approaches that focus on dataset augmentation
and governance are critical but lack quantification of
their performance. Future work should be on techniques
that have low computational requirements and maximize
adaptability to different shifting cloud infrastructures in
process. This section compares the performance of many
Intrusion Detection System methodologies proposed by
recent research studies. The comparison is done based on
key metrics such as accuracy, precision, recall, F1 score,
computation time, and unique features.The focus is
mainly on the identification of strengths and limitations
in which each of the approaches could help the current
security challenges in a cloud-based environment. When
performance metrics are not explicitly reported,
approximate values are inferred from the methods
described and expected outcomes.
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Table 4. Comparative Analysis of Existing Methods

This comparison shows the progress made in intrusion
detection systems with both the cloud and 10T. Methods
like HFL-HLSTM and CIDF VAWGAN-GOA have
high accuracy and recall values due to innovative
optimization techniques and federated learning models.
However, some of the drawbacks associated are higher
computation time and adaptability for real-time scenarios
with the kind of models used in ThreatPro-like systems
as well as deep CNN-based systems. Future directions
should focus on reducing computation overhead but
improving the robustness of the solutions proposed and
scalable enough to keep pace with the rising
heterogeneity in the threat landscapes.

3. CONCLUSION & FUTURE SCOPES

The evolution of techniques employing machine learning
(ML), deep learning (DL), and optimization techniques
for securing cloud and loT environments is highly

evident through the recent research studies on IDS. Some
of these models made sure they portrayed steady
superiority that is relative to different performance
metrics, which include accuracy, precision, recall, and
the F1 score. On accuracy and recall rate performance,
CIDF VAWGAN-GOA [22] and HFL-HLSTM [29] are
very fit for multi-class intrusion detection in privacy-
sensitive systems for IoMT and in cloud systems.
Additionally, the methods of distributed data
environment's federated learning, for instance, LS2DNN
with PBKA [21], have emphasized the significance of
privacy-preserving techniques toward preserving the
robustness of intrusion prevention and protection of
users' confidentiality. The analysis reflects that the
ensemble-based approaches like REPOStack [7] and the
models with advanced optimization techniques such as
SHO-DESNID [1] and PLO-based networks [8] are
always superior to traditional methods. These models use
hybrid architectures that combine several paradigms of
learning to find a balance between computational
efficiency and the accuracy of detection. An example of
this is the model SecFedIDM-V1 [31], demonstrating
how blockchain integration with machine learning leads
to secure and scalable solutions for federated cloud
environments. Such models possess dynamic learning
capabilities and real-time adaptability, thus underpinning
their ability to cope with the highly dynamic cyber threat
landscape. A closer look at dataset usage and model
efficiency shows that optimistically designed methods
such as CIDF VAWGAN-GOA [22], Deep CNN with
BWTDO [26], and SMOTE-TomekLink [15] are
particularly better fitted for applications requiring high
detection rates in imbalanced datasets & samples. In a
large big data, ensemble classifiers along with the deep
generative models in which kinds of attack scenarios
synthetizing and improving the precision of detections
are CDAAE + CDAEE-KNN [32] along with SAPGAN
[17]. Other frameworks such as MIRES [35] focus on
quickly recovering the intrusion especially of mobiles
and resource-limited systems of clouds.

FUTURE SCOPE

Future direction in Cloud IDS analysis: Addressing the
long-standing problems like computational overhead,
adaptability to unseen threats, and unbalanced data.
Some emerging trends are federated learning with
blockchain and privacy-aware techniques like LS2DNN
[21] and SecFedIDM-V1 [31] that protect sensitive
information while not degrading robust threat detection.
The other trend is on continuous learning frameworks,
like HFIN [38], as well as the increasing demand for IDS
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systems that are 10T adaptive in response to changing
cyber threats. It is also expected that hybrid approaches
that combine optimization, DL, and blockchain will
dominate future research, providing scalable and real-
time solutions for diversified cloud-based applications.
Models such as HFL-HLSTM [29] and CIDF
VAWGAN-GOA [22] have provided benchmarks for
privacy preservation and multi-class classification that
are also a pointer toward developing the domain-specific
architectures. It is much more significant because
generation techniques for rare attack cases in CDAAE +
CDAEE-KNN [32] are also for a new approach toward a
newer challenge being thrown in the diversity of cyber
attacks. In a nutshell, this comparative study provides
insight into how much of the ML/DL-based techniques
dominate the modern approaches to handling cyber
challenges: more than 50% of the models employed
hybrid optimization or ensemble techniques.
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