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Abstract: Social networking websites such as Facebook,
Twitter, Google+, and LinkedIn are the popular social
sites. Privacy and security are the main concern of any
social media network sites such as Facebook, Twitter,
and LinkedIn etc. The primary purpose of these sites is
to allow people to share interests, activities, real-life
connections.  Facebook is most popular social
networking site. Social sites are most common platform
to communicate with their other friends, family and
share thoughts, photos, videos and lots of information.
Social networking websites have become platforms for
cybercriminals for cybercrime; cybercriminals exploit
sensitive and personal information through social
engineering and reverse social engineering. It is usual
for the users of social websites to share information;
however they lose privacy, while sharing information
with strangers, they can fall in honey trap made by them.
Privacy has become an important concern in online
social networking sites. Users are unaware of the
privacy risks involved when they share their sensitive
information on the social network sites. The default
settings share everything, users have to change their
default privacy setting options to make their accounts
and personal information more secure. Security attacks
continue to be a major concern of all users. How to keep
social networking sites more secure and more private
are the challenges that have been concern for every
user. It is difficult for social networking sites and users
to make and adjust privacy setting to protect privacy
without practical and effective way to identify measure
and evaluate privacy. Maximum numbers of users are
not aware of the security risk associated whenever they
shared sensitive data on the social sites, so that privacy
concern will be raised among those online
communications if their personal data has been shared
to other users. The users should be aware of their
privacy quotient and should know where they stand in
the privacy measuring scale. Unfortunately many users
are not aware of this and become victim of privacy and
identity breach. So we conducted a survey to find users
view regarding security and privacy of social networking
sites and regarding.
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I- INTRODUCTION

Cyber is a common term used for the computers

interconnected in a network and we can say a cyber is
related to a computer network. As the number of users in
the network is increased which give rise to our concern
about the security which we called as “cyber security”.
Cyber security is defined as the security of data on cloud
from theft, damage or unauthorized access. Now the
questions arise from where the maximum security
breaches occurs in the network? The more ambiguous is
the users, the more there curiosity of accessing the
information some may do knowingly and some
unknowingly, from all this facts obviously our mind will
drift towards the social networking sites. “Social
networking sites” is an online medium that allows users
from different background to create a profile and interact
with the other users on the same websites. Social
networking sites such as Facebook, twitter, etc. have
become so popular among the people that they have
started to share every single moment of their lives on
these sites. Social networking sites are one of the easiest
forms of communication these days and have become an
unavoidable thing for youth. Every sectors of The
system which already exists in the environment is there
is no mechanism to stop peoples from creating fake ID’s.

1) Users can share posts which may cause violence.

2) Users can share vulgar posts, morph images.

3) User can comment on anyone’s post.

4) User can send abusive message.

I1- METHOLOGY
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Guest User

Guest user able to register in the secure social media.
But having very limited privilege. He/ She just able to
view the secure social media system not able to post text,
image and video. Like, comment, tag and send friend
request will be disable.

Authenticated user

Authenticated user will register by the personal detail,
Adhar card number and adhar card image. If admin will
approve that registered user then he/she able to login into
the system. User will able to set privileges for friends.
Authenticated user will able to post text, image and
video.

Text: Not able to post text which consist offensive,
vulgar and abusive words then it will not post on wall.

Image: User not able to post morph and nude image.

Video: first video will send to admin. if admin enable
then video will appear on wall otherwise not.

Tag: If user tags to friend any post then notification
sends to friend if fiend allows to tag then it will tag
otherwise not.
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Admin will monitor the activity of users. Able to view
authenticate user and approve them to login into the
system after verifying Adhar card number and Adhar
card. User uploaded video enable or disable.
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I11- CONCLUSION

In the end, the only solution to social network privacy
and security issues is to have some knowledge of the
ways in which one can get fooled. Don't post anything
you would want to hide from a stranger. Be careful who
you add as a "friend" since there's simply no way of
verifying a user's actual identity online. We have
proposed a architecture for secure communication
between the wusers and a secure request-response
architecture for exchange of information between the
users. Keep your system clean and updated. Keep your
senses open while using the internet and never jump to
conclusions. Analyze the content thoroughly before
doing anything.

e The people will find it secure by this application.

e We provide Secure Media which will do not allow
people for making fake Id’s.

e User can create login Id after providing Aadhar
proof.

e This Id will be verifying by Admin after that user
can access the application.

e User can post video only after permission of
Admin.

e Only Authenticated User can use
application.

o Guest user does not have permission to access the
features. He only able to see the application.

e Here Restrictions are provided to all user that -
user cannot post abusive Message, morph and
vulgar images.

entire
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