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Abstract: Various mobile applications are emerging as a 

result of the rapid development of mobile internet and 

the growing popularity of smart terminals. Medical data 

has evolved into a valuable asset that is constantly 

assessed and applied, resulting in a significant 

improvement in the quality of medical care. However, 

publishing and using user data exposes the user to the 

possibility of an attack. Medical data carries not only 

the patient's medical state and medical knowledge, but 

also the individual's sensitive personal information of a 

huge number of patients, due to the unique character of 

the medical profession. Allowing users to fully benefit 

from social networks while maintaining security is a 

critical issue that must be addressed immediately in the 

age of big data. We begin by providing an overview of 

the privacy hazards of social network data and several 

sorts of assaults in this study. We propose a privacy 

protection algorithm based on privacy privacy to leak 

confidentiality to sensitive social networks. The system 

employs edge-based weight conversion, which 

drastically reduces the calculation value and allows for 

a quicker response from the user. Reduces user leakage 

of confidential user data while maintaining personal 

standards under data availability. This strategy, in 

comparison to more complex ways, protects users 

against thinking attacks and eliminates the distortion of 

standard findings produced by data misunderstanding, 

ensuring the correctness of the suggestions. Our system 

can ensure effective and long-term security of user-

sensitive data, according to real-world data sets 
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I- INTRODUCTION 

The need for user data as well as public health 

statistics has skyrocketed in recent years. The medical 

industry in terms ongoing technological development 

has aided the process of diagnosing and treating patients 

using information technology, such as electronic medical 

records. Simultaneously, social media has evolved into a 

significant avenue for medical practitioners to exchange 

and enrich relevant knowledge. The demand for 

information sharing among medical specialties 

institutions is increasing. However, people who spend a 

lot of time on social media will have limited information 

through social media services. As a result, research has 

focused on data integration and therapeutic usage. 

Community suggestions open a doorway for medical 

users to add new linkages to social networks, effectively 

increasing the number of options for medical users to 

communicate online and offline. Personal 

recommendations capture extensive data that may be 

used to accurately assess user behavior and better define 

a wide range of user connections. Social media can aid 

in the analysis of major disease origins, outbreaks, and 

therapeutic responses. However, empathic information 

such as age, gender, religious beliefs, political ideas, and 

educational background is required for individualized 

recommendations. Because of the rapid growth in 

system transmission speeds, users personal information 

is more likely to spread quickly, increasing the risk of 

user disclosure of personal information. A large number 

of personal details is also provided in relation to the 

collection of crucial medical data, the disease control 
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office, and the medical research department. On the 

other side, the number of dangerous apps increases year 

after year, putting consumers at risk when using social 

media. Even if the user has not been given a name, it is 

still possible to determine the genuine identify of the 

user by conducting a series of social list searches on that 

person. It is feasible to successfully define some of the 

highly sensitive personal information, such as genuine 

identity, social circles, and psychological characteristics, 

by updating the details of network behaviour. We must 

establish a link between the qualities of sensitive data in 

order to determine which data is included in the data 

key.The most significant obstacle we face is that the 

enemy can readily identify specific medical staff in 

anonymous community data and uncover corresponding 

information in connected medical data. Personal 

information, public relations, and content disclosure are 

all part of this. The term "public relations disclosure" 

refers to the sharing of confidential information between 

users who have been assaulted by the attacker. Privacy 

can reveal how frequently people communicate and how 

intimate their connections are the term "content leak 

disclosure" refers to an attacker's ability to send sensitive 

user information such as a user's profile, comments, and 

emails. As a result, if we just hide crucial personal 

information in the usual way, records may be linked to a 

specific person. We need to discover which data is part 

of the data key and find relationships between crucial 

information properties. We examine difficulties and 

obstacles in depth using the following concepts, which 

demonstrate where the opponent will infiltrate. 

 

II- DESIGN & IMPLEMENTATION 

 
We hire the HBC enemy model (dependable however 

curious). That is, contributors accompanied all the 

protocol's information externally fake facts, however 

tried to gain extra facts in time or after the assassination. 

1) Background Information: Internal Dimensions A easy 

oblique graph of a social community G = (V, E, W), 

wherein V represents a hard and fast of consumer-

pleasant notes. Each consumer has a completely unique 

corresponding wide variety. Set | V | = N, wherein N is 

the wide variety of nodes. E denotes the restrict of the 

predefined relationships among social customers. W is a 

hard and fast of weights that constitute the capacity of 

social community customers to talk with one another. 

Your cost is the general degree of interplay in addition to 

the remedy index.The greater the user's privacy, the 

higher the frequency of interactions. Because the patient 

is familiar with the same disease, the height of the 

medical index indicates that the user has a strong 

medical relationship, such as a doctor's touch and 

patience. 2) Audio inclusion: input is a set of community 

graphs G generated by data D and a random query 

function Q, resulting in dataset D' consisting of a set of 

commune graphs assembly G' as output. The random 

algorithm M then fulfills another security requirement. Q 

(D) + Tower (Q) d D = Q (D) + Tower (Q) d (4) where d 

= N (N 1)) 2. Measurement and measurement error due 

to adding sound; we use a squared error to calculate 

potential anomalies. 3) Clustering: The community 

graph is divided into a set of weighted edge arrays. Set 

the weight of an edge on the graph of adjacent graphs of 

G and G`. Define I so that the graphs G and G' each have 

at least one adjacent graph edge weight. Weight has 

become a group when we embrace the same close 

relationships. The sound of each group is included by 

Lap (Wmax - Wmin M). Some unconnected group 

sounds are only added as Lap (Wmax - Wmin), where 

Wmax is the maximum margin volume value and Wmin 

is the minimum margin volume value. If the weights of 

the groups that are exactly equal are greater than or 

equal to k(k 1), then the groups satisfy K density. The 

shuffled sequence will now satisfy the original order, 

showing that the shortest route does not change. After 

the addition of Laplacian, a randomly 

 

III- PRIVACY-PRESERVING ALGORITHM 

 
Weighted Social Network stands for Weighted Social 

Network. G = (V, E, W) is a simple set of vertices, 

where V represents the set of nodes corresponding to the 

user. Each user is assigned a unique number. We repair | 

V | = N, where N is the number of nodes. The  set of 

edges of the relationship between social network users is 

represented by E. W is a set of weights for the strength 

of a social network user`s connection. Its value is 

determined by the frequency of encounter and the 

medical index. The greater the frequency of interaction, 

the greater the intimacy of the user.The better the 

scientific index, the more potent the user`s scientific 

relationship, along with an interplay health practitioner 

and patient, due to the fact the health practitioner is 

acquainted with the same.2) Noise: The enter is a 

records set D made from a hard and fast of social graphs 

G and a random question characteristic Q, and the output 

is a records set D' made from a hard and fast of social 

graphs G'. 

Algorithm 1: Privacy protection algorithm  

 Initial weighted graph G(V,E,W), security budget 

and parameter k are used as input.  

 Output noise weight graph G* (V, E, W*)   

 1 Reset the original weighted graph;  

 Split the original weight graph into series of weight 

histograms  

 3 Store the number of occurrences of each element 

in the weight set using X: X Count (Wi); 4 Use Y to 

keep track of the number of occurrences of each item in 

the collection X: Count (Xi); Yes  

 5 Divide into two parts, = 1 + 2; 6 Add noise to Y, Y 

I = Yi + Lap (Q 1);  

 7 for each weight in Wi do 8 if K I k then 9 W I Wi 

+ Lap (WmaxWmin M2); 10 end 11 if K I k then 12 W I 

Wi + Lap (WmaxWmin 2 

 



https://doi.org/10.46335/IJIES.2022.7.4.24                                                                  e-ISSN: 2456-3463 

Vol. 7, No. 4, 2022, PP. 124-127                           
 

International Journal of Innovations in Engineering and Science,   www.ijies.net 
 

126 
 

Algorithm 2: Recommendation Algorithm input: 

number of trees N, number of training samples M, 

number of leaves per tree L, learning rate Basic model 

f(x)  

 Output: Optimal Feature Vector 1 for I = 0 to M; 2 

initialize F0 = f(x); 3 end 4 for k = 1 to N; 5 for I = 0 to 

M; 6 end yi = I; 7 wi = yi Fk1 (xi) 8 end 9 Create a  leaf 

tree L on xi, yim i1, and set RlkL l = 1; 10 Determine the 

values of the leaves. lk = xiRlk yi xiRlk wi; 11 Fk (xi) = 

Fk1 (xi) + lkI (Xi Rlk);  

 12 end I k, then 12 W I Wi + Lap (WmaxWmin 2); 

13 end 14 end 15 if W 0 then 16 W W MIN (W) +1; 17 

end 18 After adding noise, update all weights. 

 

IV- EXPERIMENT 

 
First, we extract uncooked records and create it. To 

benefit a complete records set, we first pre - system the 

records the usage of traditional methods. For instance, 

we did a few paintings in cleansing up initiatives with 

blanks, lacking pieces, and abnormal formatting We get 

the index that corresponds to the request. We are 

importers. the similarity matrix, after which convert the 

records into records frames for evaluation easy 

calculation We use our privateers-shielding set of rules 

to the selected dataset We use advice to calculate the 

user`s weighted rating whilst producing the advice list. 

To be greater specific, a studying ordering set of rules 

have to be used to decide the precise set of weights. In 

phrases of parameters, we very well repeated 

experiments to choose constants including the 

appropriate privateness budget, an top restrict on carrier 

rating, and a decrease restrict on carrier 

 

V- RELATED WORK 

 

A. Improvement of the Network Architecture 

Some papers are based on privacy policies to learn how 

users use social networking habits in order to set privacy 

policies. [11–14] Furthermore, existing solutions suffer 

from randomness and unreliability. Chen et al. [15] 

propose a safe and effective friend advice scheme based 

on a privacy protection protocol. Ma et al. [16] aggregate 

multichip trust chain utilities by leveraging social 

network users' social attributes and trust relationships to 

implement friend recommendations, using a lightweight 

privacy protection procedure. Meng et al. [17] employ 

noise to shield users' privacy from untrustworthy 

recommenders. levels to sensitive and non-sensitive 

personalized ratings Chen et al[18] .'s model protects 

sensitive user data in a distributed block chain. When 

you change the rating record, 

 

Algorithmic Enhancement Existing data obfuscation 

methods ensure data utility primarily by constraining 

data distortion with data such as Euclidean distance. 

Wang et al. [19] employ hidden area technology to 

reduce the computational complexity of the distance 

required for encrypted data. Yang et al. [20] propose 

PrivRank, a social media data publishing framework 

whose main idea is to constantly blur user activity data 

in order to minimize privacy leakage of user-specified 

private data within a given data distortion budget. 

Polatidis et al. [21] protect users' privacy by interfering 

with each rating before it is submitted to the 

recommender server. Li et al. [5] propose a user group-

based privacy protection recommendation system for 

online social community users in which personal interest 

information about the individual user is hidden. 

 

VI-CONCLUSION 

 
people interact with one another and share medical 

information. As a result, the user's information is 

inferred from the user's behavior, and the user's privacy 

may be jeopardized. To avoid this difficulty, we use the 

same weight to achieve the effect of differential privacy. 

Our privacy solution can distinguish between private and 

shareable data w The information system should record 

the entire procedure of a patient's medical treatment and, 

as a result, should be expanded to include the patient's 

other health data. Doctors can quickly and easily search 

the patient's clinical medical records, which benefits 

doctors by providing a more safe and accurate diagnosis. 

A large number of different training images are typically 

required for health information processing technologies. 

In addition, the introduction of social networks changed 

the way people communicated. The suggested 

methodology in this paper ensures the accuracy of 

medical data in a social network. Future research can 

investigate the direction of the attacker's contextual 

information and identify better measures of social 

privacy using probabilistic methods. 
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